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(57) Abstract 

A method and apparatus generates 
fingerprint data for a fingerprint area larger 
than a sensing area of a fingerprint sen- 
sor. A fingerprint of a user is enrolled by 
generating fingerprint data sets responsive 
to placing a finger of a user on a sensing 
area of the fingerprint sensor a plurality of 
times with the finger being slightly repo- 
sitioned on successive placements. The 
method also includes processing the fin- 
gerprint data sets to generate a composite 
fingerprint data set over an rsrr.a of the fin- 
gerprini larger than the sensing area of the 
fingerprint sensor. The method may also be 
extended to the matching of a new finger- 
print to an enrolled fingerprint based upon 
at least one sensing of the new fingerprint 
and the composite fingerprint data sets. A 
plurality of fingerprint feature location data 
sets may be generated and include at least 
one of a plurality of minutiae location data 
sets, a plurality of skin pore location data 
sets, and a plurality of feature- location data 
S£'~s relacing to fingerprint ridge flows. 



20 



•35 




FOR THE PURPOSES OF INFORMATION ONLY 



Codes used to identify States parry to the PCT on the front pages of pamphlets publishing international applications under the PCT. 



AL 


Albania 


ES 


Spain 


LS 


Lesotho 


SI 


Slovenia 


AM 


Armenia 


Fl 


Finland 


LT 


Lithuania 


SK 


Slovakia 


AT 


Austria 


FR 


France 


LU 


Luxembourg 




Senegal 


AU 


Auslralia 


CA 


Gabon 


LV 


Latvia 


sz 


Swaziland 


AZ 


Azerbaijan 


CB 


United Kingdom 


MC 


Monaco 


TO 


Chad 


BA 


Bosnia and Herzegovina 


CE 


Georgia 


MD 


Republic of Moldova 


TC 


Togo 


BR 


Barbados 


CH 


Ghana 


MC 


Madagascar 


TJ 


Tajikistan 


DE 


Belgium 


UN 


Guinea 


MK 


The former Yugoslav 


TM 


Turkmeniscan 


BF 


Burkina Faso 


CR 


Greece 




Republic of Macedonia 


TR 


Turkey 


BG 


Bulgaria 


HI) 


Hungary 


ML 


Mali 


TT 


Trinidad and Tobago 


B.I 


Benin 


IE 


Ireland 


M>N 


Mongolia 


UA 


Ukraine 


UK 


Brazil 


IL 


Israel 


MR 


Mauritania 


UG 


Uganda 


BY 


Belarus 


IS 


Iceland 


MW 


Malawi 


US 


United Slates of America 


CA 


Canada 


IT 


Italy 


MX 


Mexico 


uz 


Uzbekistan 


CF 


Central African Republic 


JP 


Japan 


KE 


Niger 


VN 


Viet Nam 


CC 


Congo 


KE 


Kenya 


NL 


Netherlands 


YU 


Yugoslavia 


CH 


Switzerland 


KG 


Kyrgyzstan 


NO 


Norway 


ZW 


Zimbabwe 


CI 


Cote d'Noirt 


KP 


Democratic People's 


KZ 


New Zealand 






CM 


Cameroon 




Republic of Korea 


PL 


Poland 






C"N 


China 


KR 


Krp-jblic Of Korea 


rr 


Portugal 






cu 


Cuba 


KZ 


Kj-.aksian 


ko 


Romania 






c:z 


Czech Republic 


I.C 


Saint Lucia 


RU 


Russian Federation 






Dfc 


Grrmany 


LI 


Ljcducnstein 


SD 


Sudan 






OK 


IirnmarV 


LK 


Sri Lanka 


SL 


Swttdun 






IX 


Lstonia 


LR 


Literia 


SC 


Singapore 







WO 00/68873 



PCT/USO0/I2784 



METHOD AND APPARATUS FOR CREATING A COMPOSITE FINGERPRINT IMAGE 



Related Application 

This application is based upon prior filed 
copending provisional application Serial No. 60/1 S'J , 4 1 A 
filed May 11, 1999. 
5 Field of the Invention 

The invention relates to the fie^d of 
fingerprint processing, and, more particularly, to the 
field of storing a database of fingerprint data and 
matching a new fingerprint to the database. 

10 Background of the Invention 

Fingerprint matching is a reliable and widely 
used technique for personal identification or 
verification. In particular, a common approach to 
fingerprint identification involves scanning a sample 

15 fingerprint or an image thereof, converting it into 

electrical signals, and storing the image and/or unique 
characteristics of the fingerprint image. The 
characteristics of a sample or new fingerprint may be 
compared to information for reference fingerprints 

20 already in storage to determine or verify a person's 
identity . 

Unfortunately, comparing a sample fingerprint 
to a large number o: reference fingerprints may be 
prohibitively expensive and/or simply take coo long. 
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Accordinql y, fingerprints are typically classified into 
a plurality of discrete sets and/or subsets in the form 
of a hierarchical tree to thereby expedite searching. 
For example, a common top level classification for 
5 fingerprints usually differentiates the prints into the 
classes of: plain, whorl, plain loop, tented arch, etc. 
based upon broad ridge pattern types. These classes 
may be yet further divided into subclasses. 
Accordingly, a fingerprint: sample to be searched, cr.ce 

10 itself classified, can be more efficiently compared co 
only those prints in the respective classes and 
subclasses of the search tree. For example, U.S. 
Patent No. 5,465,303 to Levison e: ai, describes both 
the widely used Henry classification system and the 

15 Vucetich classification system. 

When the quality of the original copy of a 
fingerprint is bad, the print may contain many local 
distortions of the ridge pattern which may result in 
incorrect orientation of the fingerprint. U.S. Patent 

20 No. 5,140,642 to Hsu et ai. is directed to a method for 
determining the actual position of a core point of a 
fingerprint based upon finding ridge flows and 
assigning a direction code, correcting the ridge flows, 
and allocating the core point based upon the corrected 

25 direction codes. Along these lines, U.S. Patent No. 
5,040,224 to Hara discloses an approach to 
preprocessing fingerprints to correctly determine a 
position of the core of each fingerprint image for 
later matching by minutiae patterns. 

30 Fingerprint minutiae, the branches or 

bifurcations and end points of the fingerprint ridges, 
are often used to determine a match between a sample 
print and a reference print database. For example, 
U.S. Patent Nos . 3,859,633 and 3,893,080 both to Ko et 



WO 00/68873 



PCT/US00/12784 



-3- 

al. are directed tc tinge rprir.t identif Lea tion based 
upon fingerprint minutiae matching. 

U.S. Patent No. 4,151,512 to RaganaLi et si. 
describes a fingerprint classification method using 
5 extracted ridge contour data. The ridge flow in the 
fingerprint pattern and minutiae data are identified 
and extracted from a fingerprint pattern. Topological 
daca, identifying singularity points such as tri-radii 
and cores, as well as ridge flow line tr.acinqs; related 

10 to these points are extracted from the ridge contour 
data. The extracted information is used to 
automatically perform classification of the fingerprint 
patterns and/or matching of the fingerprint patter:*; 
with patterns stored in a mass file. 

15 U.S. Patent No. 5,845,005 tc Setlafc et al., 

and assigned to the assignee of the present invention, 
discloses a significant: aovznce in the area of 
fingerprint indexing and searching of a database of 
reference fingerprints to determine a match. In 

20 particular, index values are calculated which are 
generally evenly distributed and continuous over a 
relatively large population of individuals. The index 
values may be determined based upon ridge flew 
curvature of the fingerprints. A particularly 

25 advantageous index, called a curliness index, is 

disclosed and this index is based upon an aggregate of 
a magnitude of a rate of change of ridge direction 
vectors . 

Other important advances have also been made 
30 in the area of integrated circuit fingerprint sensors, 
as disclosed, for example, in U.S. Patent Nos . 
L> , 828,773 and 5,862,243, both assigned to the assignee 
of the present invention. The disclosed sensors are 
based upon generating an electric field which can sense 
35 the ridges of a fingerprint despite contamination, skin 
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surface damage, and other factors. The sensor is 
relatively compact and rugged. 

Despite improvements in sensor technology and 
in fingerprint enrollment and matching approaches, 
5 processing is still computationally intensive thus 
limiting widespread use of fingerprint sensing. In 
addition, sensing typically requires a relatively large 
sensor area to ensure accurate results. The sensor 
size has an important bearing on the sensor cost, 

10 especially for the new class c: integrated circuit 
fingerprint sensors . 

Summary of the Invention 
In view of the foregoing background, it is 
therefore an object of the invention to provide a 

15 method and fingerprint sensor apparatus for enrolling 
and/or matching a fingerprint, and to reduce 
computations and/or permit the sensing surface to be 
relatively small . 

This and other objects, features and 

20 advantages in accordance with the present invention are 
provided in one embodiment by a method for generating 
fingerprint data for a fingerprint area larger than a 
sensing area of: a fingerprint sensor. The method 
preferably comprises enrolling a fingerprint of a user 

25 by generating a plurality of fingerprint' data sets 

responsive to placing a finger of a user on a sensing 
area of the fingerprint sensor a plurality of times 
with the finger being slightly repositioned on 
successive placements. The method also preferably 

30 includes processing the plurality of fingerprint data 
sets to generate a composite fingerprint data set over 
an area of the fingerprint larger than the sensing area 
of the fingerprint sensor. Ct course, the method may 
also be extended to the matching of a new fingerprint 

35 to an enrolled fingerprint based upon at least one 
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ser.sing cf the new f ingerpr ir. r ana the composite 
fingerprint data set. 

The step of matching may include comparing a 
predetermined number of sensir.gs of the nev; f i.ngerprir.r. 
5 with the composite fingerprint data sec to achieve a 
desired performance::, such as a desired false- reject 
rate,- and/or a desired false accep^nce race. The step 
of generating a plurali';v of data sers preferably 
comprises generating a pi jfc: J ty of fingerprint rest :: 

10 location data sees. The feature location data sets rr.ay 
comprise at least one cf a plurality of minutiae 
location daca sets, a plurality cf skin pore location 
data sets, and a plurality cf feature location data 
sets relating to fingerprint ridge flows. 

15 The seep of processing may comprise 

determining a core location for each data set. In 
addition, the step cf processing may comprise 
accounting for distortion of the ringer surface in the 
plurality of daca sets. For example, the step cf 

20 accounting for distortion preferably comprises 

calculating centroids of fingerprint feature loeacions 
relative to a reference frame or location, such as the 
fingerprint core position. 

The. step of generating the plurality of 

25 fingerprint daca sees may preferably comprise 

generating a predetermined number of fingerprint data 
sets based upon the predetermined number of finger 
placements within a predetermined time. For example, 
the predetermined number may be in a range of about 2 

30 to b. 

Another aspect of the invention relates co 
the fingerprint sensor apparatus. The fingerprint 
sensor apparatus preferably includes a fingerprint 
sensing area, and sr. enrollment circuit for enrolling a 
35 fingerprint cf a user ry generating a plurality of 
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fingerprinx data sets responsive to placing a finger cf. 
a user on the fingerprint sensing area a plurality of. 
tir.es with t:ie finger being slightly repositioned op. 
successive placements. The enrollment circuit also 
5 preferably processes the plurality of fingerprint data 
sets to generate a composite fingerprint data set over 
an area of the fingerprint larger than the fingerprint 
sensing area. 

The processor preferably further comprises a 

10 match determining circuit for determining a matcn 

between a new fingerprint and. an enrolled « ir.-gecpr.irvJ 
based upon a*: J east or.e sensing of the new fingerprint 
and the composite fingerprint data sets. The mazch 
determining circuit may include a comparer r.c compare a 

15 predetermined number of sensings of the new fingerprint 
with the composite fingerprint data set to achieve a 
desired performance, s.uch as a at least one of a false 
reject rate and a desired false acceptance rate. 

The enrollment circuit preferably generates a 

20 plurality of fingerprint feature location data sets. 

The feature location data sets may be minutiae location 
data sets, skin pore location data sets, and/or feature 
location data sets relating to fingerprint ridge flows. 

The enrollment circuit preferably determines 

25 a core location for each data set, and accounts for 
distortion of the finger surface in the plurality of 
data sets. The circuit may account for distortion by 
calculating centroids of fingerprint feature locations 
relative to a reference frame or location, such as the 

30 fingerprint core. 

Brief Description of the Drawings 
FIG. I is a perspective view cf a laptop 
computer including a fingerprint sensor and associated 
processing software to define an embodiment of the 
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fingerprint sensing apparatus in accordance with the 
present invent ion . 

# 

FIG. 2 is a schematic block diagram of the 
fingerprint sensing apparatus in accordance with the 
5 present invention. 

FIG. 3 is a flow chart of a method for 
generating composite data sets in accordance with the 
present invention . 

FIG . 4 is a flew chart of a method for 
10 comparing a new fingerprint to composite data sets to 
determine a match in accordance wLth the present 
invention. 

FIGS. 5 through 8 are fingerprint images for 
a plurality of finger placements in accordance with the 
15 present invention. 

FIG. 9 is a composite/matching image 
determined from the minutiae of the fingerprint images 
of FIGS. 5-8 overlaid on a new fingerprint image and 
feature location data set in accordance with the 
20 present invention. 

Detailed Description of the Preferred Embodiment s 
The present invention will now be described 
more fully hereinafter with reference to the 
accompanying drawings, in which preferred embodiments 
25 of the invention are shown. This invention may, 

however, be embodied in many different forms and should 
not be construed as limited to the embodiments set 
forth herein. Rather, these embodiments are provided 
so that this disclosure will be thorough and complete, 
30 and will fully convey tne scope of the invention to 
those skilled in the art. Like numbers refer to liki= 
elements throughout . 

Referring initially to FIGS. I and 2, the 
general components and features of the fingerprint 
35 sensing apparatus 20 of the present invention are now 
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described. As shown, in FIG . I, the apparatus 20 in one 
embodiment includes a fingerprint sensor 30 mounted on 
the keyboard surface 36 of a laptop computer 35. The 
laptop computer 35 also .illustratively includes a 
5 foldable display 37. Processing of fingerprint image 
data may be shared between processing circuitry on the 
fingerprint sensor 30 and the microprocessor of the 
computer as would be readily understood by those 
skilled in the art. 

10 The invention may permit a properly 

authorised person to become enrolled into a security or 
firr-rrSri control procedure ior the ccrpurer 35. One or 
more persons may be enrolled as will be described 
below. To use the computer 35 or to have access to 

15 certain files, the user's finger 79 is placed onto the 
fingerprint sensor 30 and a match is determined with 
respect to the enrolled authorized persons. If a match 
is not determined, then access to operate the computer 
35 or access to certain files is denied as will be 

20 readily appreciated by those skilled in the art Of 
course, if a match is determined, the person may be 
greeted by a visual or audibje announcement, and access 
is granted. 

The fingerprint sensor 30 may preferably be 
25 of a type that uses electric field sensing of the 

ridges and valleys of a live fingerprint. Moreover the 
fingerprint sensor is desirably relatively compact, 
especially for the application in combination with a 
laptop computer 35. For example, the fingerprint 
30 sense:: 30 may an integrated circuit electric fa eld 
sensor as offered by AuthenTec, the assignee of. the 
present invention. Various features and attributes c: 
suitable fingerprint sensors are described in U.S. 
Patent Kcs. t, 828, 773; 5,362,248; and 5,940,526 and 
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U.S. patent application attorney work docker no. 5151*5, 
filed concurrently herewith, entitled "Fingerprint 
Sensor With Lead frame Lienf Pin Conductive Path anc: 
Associated Methods", all assigned to the assignee of 
5 the present invention. The subject matter c: each of 
these patents and patent application is incorporated 
herein by reference in its entirety. 

Those of skill in the art will recognize that 
the apparatus 20 in accordance with the present 

10 invention can foe implemented in a number of forms in 
addition to incorporation into the illustrated laptop 
computer 35 of FIG. 1. for example, the processing 
circuitry may be incorporated into the integrated 
circuit or the fingerprint sensor 30, or may be 

15 included in associated circuitry within an overall 
fingerprints sensor package. 

Referring more particularly to FIG . 2, the 
illustrated apparatus 20 includes an enrollment circuit 
21 and a match determining circuit 22. In some 

20 embociments, either of these circuits may operate 
without the other; however, the composite data sets 
database 43 is shared between the two circuits. The 
circuits 20,22 can be implemented in a microprocessor 
operating under stored program control as will be 

25 readily appreciated by those skilled in the art. 

Fingerprint image information from the 
fingerprint sensor 30 is first processed in the feature 
location data set generator 40 which generates the data 
sets for a predetermined number of finger placements, 

30 with each placement being slight* y offset from the 
prior placement. As will be readily understood by 
tho;£e skilled in the art, the variation in placement 
may occur naturally, or may be guided, ftr example, by 
indicators cn the computer 35. Sue* r.iivjr-r positron.:. r.:; 
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cuicance indication is further described in r J . S . Patent 
No. 5,828,773 and needs no further discussion herein. 

The feature location data sets may be based 
upon fingerprint minutiae, fingerprint pores, or 
5 fingerprint ridge flows. Fingerprint minutiae and pore 
location are highly developed as will be appreciated by 
those skilled in. the art. Fingerprint ridge flow 
analysis and related indexes are described in U.S. 
Patent No. 5, 845, G05, fox example. Other data sees are 

10 also contemplated by the invention as will be 
appreciated by those skilled :n the an. 

The number of data sets to enroll a finger 
rr.ay vary depending upon the particular application. 
For: many applications, the number of finger placements 

15 and corresponding number of data sets may be about 2 to 
5. The number is preferably convenient for the user, 
but which provides the advantages of the present 
invention. The data set for each finger placement is 
generated over a first area, typically defined by the 

20 fingerprint sensing area. 

Downstream from the feature location data 
sets generator 40 is a filter and skin distortion 
processing block 41. The filter and skin distortion 
processing block 41 may remove undesired weak features 

25 or artifact features from processing. In addition, the 
processing block 41 may determine the location of the 
fingerprint features relative to a predetermined frame 
of reference, such as based upon the fingerprint core. 
Determination of the fingerprint core will he readily 

30 understood by those skilled : r. the art without 
requiring further discussion herein. 

A centroic, for example, may be calculated 
for each similar feature in different data sets. Of 
course, skin distortion will cause those features 

35 further from the core to appear to have a greater 
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spacing. Thus the determination of what is che same 
feature or: different placements is determined based 
upon the distance from the core, for example. Those 
skilled in the art will recognize ether similar 
5 processing that can be performed tc ensure that 
successive data sets can be correlated one to the 
other (si . 

In particular, downstream from the filter ar.d 
distortion processing blcrk 41, is located the 

10 composite data set generator 42. As will be appreciated 
by those skilled in the art, because multiple finger 
placements at slightly different positions are 
processed, the composite data set can correspond tc a 
larger area than the first area for each finger 

15 sensing. This first area typically being limited by 
the size of the sensing area of the fingerprint sensor 
30. In other words, the second area of the composite 
data set: is larger than any of the individual 
fingerprint sensings of the finger during enrollment. 

20 Accordingly, two significant advantages are available. 
First, the size of the sensing area of the fingerprint 
sensor 30 can be reduced. For an integrated circuit 
embodiment of the fingerprint sensor 30, substantial 
savings can be realized by reducing the needed sensing 

25 area. 

Second, the positioning of the finger to oe 
matched may be relaxed. In orher words, since the new 
fingerprint feature set is compared to a larger 
composite data set, positioning of the finger is net as 
30 critical. Both of these noted advantages of the 

invention can be realized, or trade-offs can be made. 
In addition, reductions can also be realized in the 
ca icula t ions required . 
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Referring now mere particularly to the lower 
portion or FIG. 2, che match determining circuit 22 is 
further described. This circuit 22 is shown connected 
to the same fingerprint sensor 30, as will typically be 
5 the case. However, in other embodiments, a different 
fingerprint sensor, and perhaps having a different 
sensing area, may also be used. 

The fingerprint sensor 30 is connected co the 
new fingerprint feature location data sec generator 

10 block 41. For example, this block 41 may generate a 
set of minutiae locations, pore locations, or ridge 
flow related location data, as described above for the 
enrollment. The data set from the new fingerprint 
feature location data set generator 41 is input to the 

15 comparer 45 which, in turn, is also connected to the 
composite data sets database 43. The comparor 45 
compares. the new fingerprint feature location data set 
with those already stored to determine if a match 
exists. The various processing algorithms for 

20 determining a match will be readily appreciated by 
those skilled in the art without requiring further 
discussion herein . 

If a correct match between the new 
fingerprint and one stored in the database 43 is 

25 determined, such may be indicated by the schematically 
illustrated match indicator 46. For example, the match 
indicator 46 may be a message or: the display screen 37 
of the laptop computer 35. Alternately or in addition 
thereto, a match indication may be indicated simply by 

30 granting the user access or permission to continue. 

Turning now tc the flow chart of FIG. 3, the 
method steps for enrolling a fingerprint of a user ar»- 
now described in greater detail. From the start ir.lccfc 
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fingerprint sensor 30 at Slock 52. The f ingerpri.nt 
sensor has a first: area. A feature location data set 
is generated at Slock 54. At Block 56 the nuxber cf 
times the finger has been positioned is de:e::,T.::-eJ a:vi 
5 if the number is no:; sufficient:, that is, less thar. the 
desired number N, then the process returns to Block 52. 

If N data sees have been generated as 
determined at Block 56 then the method proceeds to tr:e 
filter and accounting for skin distortion at Block 58 

10 as described in greater: detail above. The N data sets 
are preferably collected over a predetermined period c: 
time to ensure that only the desired u s e r is enrolling. 
In ether words, a learning cr enrolling winclov: is 
opened for only a predetermined time to thereby 

15 increase security as will be appreciated by those 
skilled in the art. 

At Block 60 a composite data set is stored in 
a database 43, and tne process stops (Block 62? . Of 
course, the process rr.ay be- repeated for a number of 

20 users to be enrolled into the database 43 as will be 
readily appreciated by those skilled in the art. 

Turning now additionally to the flew chart of 
FIG . 4, the method of matching a new fingerprint is 
described in greater detail. From the start (BJock 

25 70), the finger is positioned on the fingerprint sensor 
30 at Block 72. A new feature location data set is 
generated at Block 74. If the finger has been properly 
positioned and the data is acceptable as determined at 
Block 76, the new data set is compared to the composite 

30 data sets in the database 43. If the position or data 
at Block 76 is net acceptable then the user may 
reposition his finger 79 and repeat the process. If a 
match is determined ct Blrrk 80, a mate:- j r- ir.:::. care c 
a: Bit 'k 98 beior- r;v; procec: tormina r < % hlc.r. 98) . 
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In addition, as would be readily understood 
by those skilled in the arc, the matching may include 
comparing a predetermined number of sensings of the new 
fingerprint with the composite fingerprint data sets. 
5 The number of patchings may be determined to achieve a 
desired performance, such as a desired false reject: 
rate, and /or a desired false acceptance rate. 

If after comparing the new data set to the 
data sees in the composite database 43, a number of 

10 retries R is checked at Block 90, and if the number of 
retries R is less than a predetermined threshold (Block 
92) the process is repeated. If the number of retries 
a t Block 92 is greater than the threshold a failure is 
indicated and access may be denied at Block 94. 

15 Turning now to FIGS . 5-8, a series of 

fingerprint images for a finger being enrolled are 
shown. A frame of reference 100 is shown in each of 
the figures. The frame of reference is based upon the 
core of the fingerprint, although rotation of the 

20 different images is not illustrated but can be readily 
calculated based upon the location of the fingerprint 
minutiae. Various minutiae are located in the images 
as would be readily understood by those skilled in the 
art. FIGS. 6-8 also include respective labeled areas 

25 A , B and C enclosing respective groups of minutiae 
points . 

The labeled areas A, B and C include 
minutiae points which are illustrated in the 
composite/matching image of FIG, 9. The 
30 compesi te/matching image shows the location of the 
minutiae points based upon the successive finger 
placements (FIGS. 5-8). In addition, the new 
f : r.gorprint -mage is super iir.posed on th- rr.ir.utite in 
tl.** figure as will be appreciated by the ^ skilled in 
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thy art. As will also oe uncer?:occi by those skilled 
in the are, ether fingerprint features can also be 
similarly processed and analyzed. 

Many modifications and other embodiments of 
5 the invention will come to the mind c: one skilled in 
the art having the benefit of the teachings presented 
in the foregoing descriptions and the associated 
drawings. Therefore, it is to be understood that ch* 
invention is not to be limited to the specific 
10 embodiments disclosed, and that modifications and 
embodiments are intended to be included within the 
scope Ol the appended claims. 
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THAT WHICH IS CLAIMED IS: 

1. A method for generating fingerprint data 
for a fingerprint area larger than a sensing area ot 
fingerprint sensor, the method comprising: 

generating a plurality of fingerprint data 
5 sees responsive to placing a finger of a user on the 
sensing area of the fingerprint sensor a plurality oi 
tiroes with the finger being slightly repositioned on 
successive placements; and 

processing the plurality of fingerprint date: 
10 sens to generate a composite fingerprint data sec ever 
a size of the fingerprint Larger than the sensing area 
of the fingerprint sensor. 

2. A method according • o Claim 1 wherein 
generating a plurality of fingerprint data sets 
comprises generating a plurality of fingerprint feature 
location data sets. 

3. A method according to Claim 2 wherein 
generating a plurality of fingerprint feature location 
data sets comprises generating a plurality of minutiae 
location data sets. 

A . A method according to Claim 2 wherein 
generating a plurality of fingerprint feature location 
data sets comprises generating a plurality of skin pore 
location data sets. 

5. A method according ro Claim 2 wherein 
generating a plurality of fingerprint feature location 
data sets comprises generating a plurality of feature 
location data sets relating ro fingerprint ridge flows. 

6. A method according zo Claim 2 wherein 
generating a plurality of fingerprint feature location 
data sets comprises determining the feature location:; 
wit h r e s p e c t to a r e fere r: r.v- ir a i n e . 
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7. A method according t c Clain. 6 wherein 
the reference frame is based upon a fingerprint, core 
location. 

8. A method according zo Claim 1 wherein 
processing comprises accounting for distortion of the 
finger surface in the plurality of fingerprint cia~a 
sets . 

9. A method according to Claim 3 wherein 
generating a plurality of fingerprint data sets 
comprises generating a plurality of fingerprint feature 
location data sets; and wherein the step of accounting 

5 f or distortion cor.prise.-i c • u.ir.7 i ng cor. i: : . i 

f in^e rcr i n z fen euro ice u t ions re I ^ Live tc. a reference 
1 oca z ion . 

10. A method according to Claim 9 wherein 
the reference location comprises a fingerprint cere 
location . 

11. A method according to Claim 1 wherein 
generating the plurality of fingerprint data sees 
comprises generating a predetermined number; of 
fingerprint data sets based upon the predetermined 

5 number of finger placements within a predetermined 
r. ime . 

12. A method according to Claim 2 0 wherein 
the predetermined number of finger placement comprises 

• a number in a range of about 2 to 5. 

13. A method according zo Claim i wherein 
the fingerprint: sensor comprises a finqorpiin: sensing 
integrated circuit . 

14. A method rcr. using d imgerprir.: sensor 
comprising : 

enrolling a fingerprint of a user by 

generating a plurality of fingerprint 
5 data sets responsive to placing a finger of a 

user on a sensing area of the fingerprint 
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sensor a plurality c: tirp.es with the ringer 
being slightly repositioned on successive 
placements, and 

processing the plurality of fingerprint 
5 data sets to generate a composite fingerprint 

data set over an area of the fingerprint 
larger than the sensing area of the 
fingerprint: sensor; and 

matching a new fingerprint to an enrolleci 
10 fingerprint based upon at least one sensing of the new 
fingerprint and the composite fingerprint: data sets. 

15. A method according to Claim 14 wherein 
matching comprises comparing at lease one sensing of 
the new fingerprint with the composite fingerprint data 

15 sets to achieve a desired performance. 

16. A method according to Claim 15 wherein 
the desired performance comprises at least one of a 
desired false acceptance rate and a desired false 
reject rate . 

20 17. A method according to Claim 14 wherein 

generating a plurality of fingerprint feature location 
data sets comprises generating a plurality of minutiae 
location data sets. 

18. A method according to Claim 14 wherein 
25 generating a plurality of fingerprint feature location 

data sets comprises generating a plurality of skin pore 
location data sets. 

19. A method according to Claim 14 wherein 
generating a plurality of fingerprint feature location 

30 data sets comprises generating a plurality of feature 
location data sets relating to fingerprint ridge flows. 

20. A method according to Claim 14 wherein 
generating a plurality of fingerprint feature location 
data sets comprises determining the feature ioca ticr.s 
with respect to a reference frame. 
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21. A method according :c Claim 20 wherein 
the reference frame is based upon a fingerprint core 

]. oca cion . 

22. A method according to Claim "14 wherein 
processing comprises accounting for distortion c: the 
finger surface in the plurality ci fingerprint data 
sets. 

23. A method according to Claim 13 wherein 
generating a plurality of fingerprint data sets 
comprises generating a plurality or fingerprint featu re- 
location data sets; and wherein the seep of accounting 

5 for distortion comprises calculating average 

fingerprint feature locations relative to a reference 
frame. 

24. A method according to Claim 23 wherein 
the reference frame is based upon a fingerprint core 
location . 

25. A method according to Claim 14 wherein 
generating the plurality of fingerprint data sets 
comprises generating a predetermined number of 
fingerprint data sets based upon the predetermined 

5 number of finger placements within a predetermined 
time . 

26. A method according to Claim 25 wherein 
the predetermined number of finger placement comprises 
a number in a range of about 2 to 5. 

27. A method according to Claim 14 wherein 
the fingerprint sensor comprises an fingerprint sensing 
integrated circuit . 

28. A fingerprint sensing apparatus 
comprising : 

a fingerprint sensing area; and 
an enrollment circuit for enrolling a 
5 fingerprint of a user by generating a plurality of. 

fingerprint data sets responsive piecing a finger cf 
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a user on the fingerprint: sensing area a plurality oi 
times with the finger being slightly repositioned on 
successive placements, and processing the plurality of 
fingerprint data sets to generate a composite 
5 fingerprint data set over an ^r^:* of the f ir.y-rpr ii.z 
larger than the f irigerpn nt sensing area. 

29. A fingerprint sensing apparatus 
according to Claim 28 further comprising a match 
determining circuit for determining a match of a new 

10 fingerprint to an enrolled fingerprint based upon' at 
leas;, one sensing of the new fingerprint and the 
composite fingerprint data sets. 

30. A fingerprint sensing apparatus 
according to Claim 29 wherein said match determining 
circuit includes a comparer for comparing at leas': one 
sensing of the new fingerprint with the composite 
fingerprint data sets zo achieve a desired performance. 

A fingerprint sensing apparatus 
according to Claim 30 wherein the desired performance 
comprises at least one of a false reject race and a 
desired false acceptance rate. 

31. A fingerprint sensing apparatus 
according to Claim 28 wherein the enrollment circuit 
generates a plurality of fingerprint feature location 
data sets . 

32. A fingerprint sensing apparatus 
according to Claim 28 wherein the enrollment circuit 
generates a plurality of minutiae location data sets. 

33. A fingerprint sensing apparatus 
according to Claim 28 wherein the enrollment circuit 
generates a plurality c : skin pcre locatic-ri data sets. 

34. A fingerprint sensing =cp=;::^tus 
according zo Claim 28 wherein the o:\rcl2mer.t circuit 
generates a plurality oi : en tur iocar. :r.n ziazo. «e ? .:s 
relating- v.o :. i nge rpr in:: rlowr-. 
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35. A fingerprint sensir.:: apparatus 
acccrding to Claim 28 wherein the enrollment: cxrcuic 
determines a fingerprint; core location for each data 
set . 

3c. A fingerprint sensing apparatus 
according to Claim 28 wherein the enrollment circuit 
includes a filter and distortion processor to account 
for distortion of the finger surface in the plurality 
5 of fingerprint data sets. 

37. A fingerprint sensing apparatus 
according to Claim v 7 wherein the filter end distortion 
circuit accounts for distortion by calculating 
centroids of fingerprint feature locations relative to 

10 a reference frame. 

38. A fingerprint sensing apparatus 
according to Claim 33 wherein the reference frame is 
based upon a fingerprint core location. 

39. A fingerprint sensing apparatus 
according to Claim 28 wherein the enrollment circuit 
generates a predetermined number of fingerprint data 
sets based upon the predetermined number of finger 

5 placements within a predetermined time. 

40. A fingerprint sensing apparatus 
comprising ; 

a fingerprint sensor including a fingerprint 
sensing area; 

10 an enrollment circuit for enrolling a 

fingerprint of a user by generating a plurality of 
fingerprint data sets responsive tr; placing r. finger of 
a user on the fingerprint sending are.;; plurality c: 
times wich the f::igsr oein:i silently repositioned 

15 successive placements, ana processing tr.e plurality or 
fingerprint data sets to generate a composite 
fingerprint data ser over an area of the fingerprint 
larger than the f rnoerprint sensing area; and 
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a march determining circuit for determining a 
match of a new fingerprint to an enrolled fingerprint 
based upon at least one sensing of the new fingerprint 
and the composite fingerprint data sets. 

41. A fingerprint sensing apparatus 
according to Claim -11 wherein said match determining 
circuit includes a comparer for comparing at least one 
sensing of the new fingerprint with the composite 
fingerprint data sees to achieve a desired performance. 

42. A fingerprint sensing apparatus 
according to Claim 42 wherein the desired performance 
comprises at least one of a false reject rate and a 
desired false acceptance rate. 

43. A fingerprint sensing apparatus 
according to Claim 41 wherein the enrollment circuit 
generates a plurality of fingerprint feature location 
data sets. 

44. A fingerprint sensing apparatus 
according to Claim 4 4 wherein the enrollment circuit 
generates a plurality of minutiae location data sets. 

45. A fingerprint sensing apparatus 
according to Claim 44 wherein the enrollment circuit 
generates a plurality of skin pore location data sets. 

46. A fingerprint sensing apparatus 
according to Claim 44 wherein the enrollment circuit 
generates a plurality of feature location data sets 
relating to fingerprint ridge flews. 

47. A fingerprint sensing apparatus 
according to Claim 41 wherein the enrollment circuit 
determines a fingerprint core location for each data 
set . 

43. ft fingerprint sensing apparatus 
according to Clain- 41 wherein the enrollment circuit 
includes a filter and distort icr. processor to account 
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fcr distortion of che finger surface in the plurality 
of fingerprint data sets. 

49. A fingerprint sensing apparatus 
according to Claim 4 9 wherein the filter and distortion 
circuit accounts for distortion by calculating 
cencxoids of fingerprint feature locations relative to 
a reference frame. 

50. A fingerprint sensing apparatus 
according to Claim 50 wherein the reference frame is 
basod upon a fingerprint core location. 

51. A fingerprint sensing apparatus 
according to Claim 41 wherein the enrollment circuit 
generates a predetermined number of fingerprint data 
sets based upon the predetermined number of finger 

5 placements within a predetermined time. 
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